
Putting work apps in a folder can make your phone look tidier. It may also make it quicker to find the right app
when you are between tasks. But a folder does not create a secure boundary around patient or organisational
information.

That distinction matters. If you use a personal device for work, the controls that protect information usually come
from your employer’s policy, approved systems and device settings—not from where an app sits on the home
screen. A folder is a convenience feature. It is not a substitute for those controls.

This guide explains what folders can and cannot do, how to keep clinical work separate from entertainment, and
why your lock screen deserves a practical check. It draws on the Information Commissioner’s Office (ICO) guidance
on working securely and working from home securely. Always follow your organisation’s current policies and local
instructions.

Start with your employer’s BYOD and device policy
Before installing a work app—or moving an existing one into a folder—check your employer’s policy on using
personal devices for work. BYOD means “bring your own device,” but permission to use a personal phone does not
automatically mean every work task is allowed on it.

Your organisation may allow access only through certain apps, require a managed work profile, prohibit local
downloads, or restrict work to a corporate device. It may also set rules for device security, updates, reporting a lost
phone and removing work data when access ends. Exactly.. Ask your manager, IT team or information governance
lead if the policy is unclear.

This is not just administrative tidiness. Under UK GDPR, organisations must use appropriate technical and
organisational measures to protect personal data. The ICO’s security guidance covers the need to protect personal
data against unauthorised access, loss, alteration or disclosure. Your organisation decides which systems and
safeguards are approved for its work; a phone folder cannot make an unapproved setup compliant.

Check these points before using a personal device

Is personal-device access permitted for this type of work?

Which apps and systems are approved for patient or organisational information?

Does your employer require a managed work profile, mobile device management (MDM) or another security
control?

Are there restrictions on saving, exporting, printing or sharing files?

What should you do if the phone is lost, stolen, damaged or shared with someone else?

Who should you contact if you think information has been sent or exposed accidentally?

If the policy says not to use a personal phone for a particular task, a folder does not change that answer. Do not
use personal email, consumer messaging or another unapproved route as a workaround. Use the approved
system or ask for the https://obgynkey.com/keeping-work-and-personal-phone-use-separate-practical-habits-
for-healthcare-professionals/ right access.

What folders do—and do not—protect
A home-screen folder groups icons. It can help with device organisation: for example, keeping work apps
together so you are less likely to open a personal app by mistake. It may also reduce casual visibility when



someone glances at your screen, depending on your device and how the folder is displayed.

But folders not security is the key point: placing an app in a folder does not normally encrypt its data, change its
permissions, stop it communicating with other apps, hide its notifications, or prevent someone who unlocks your
phone from opening it. It does not create a separate account or workspace. A person with access to your unlocked
device can usually open the folder and tap the app.

That is why app privacy limits are important to understand. An app’s access to contacts, photos, location,
microphone or other data is controlled by the operating system’s permissions and by the app’s own behaviour—
not by its home-screen location. A folder also does not necessarily stop information appearing in app switchers,
search results, widgets, backups or notification previews.

Phone feature What it can help with What it does not do by itself Home-screen folder Groups icons and may
reduce accidental taps Does not secure app data or create a work-only area Screen lock Restricts access when the
phone is locked Does not protect information displayed on the lock screen unless previews are configured
appropriately Work profile or managed workspace Can separate work apps and data when configured by the
organisation Is not a reason to ignore policy, updates or safe handling practices App permissions Control certain
kinds of access, such as location or photos Do not make an unapproved app suitable for clinical information

Some phones and management tools do offer a genuinely separate, managed work environment. That is different
from a normal folder: it may apply additional controls to work apps and data. Whether it is available, how it works
and what your employer can manage depend on the device and configuration. Check with IT rather than assuming
that a feature called “work,” “secure” or “private” provides the controls your organisation requires.

Use approved systems for patient and organisational data
Patient information should be handled only through systems approved by your organisation for that purpose. This
may include an electronic patient record, approved clinical messaging or a managed document service. The exact
tools vary by employer and role.

Do not copy clinical details into a personal notes app, save screenshots to your photo library, forward a work file
to personal email, or use a consumer chat app because it feels quicker. A work app placed in a folder is still only as
appropriate as the system behind it and the way you use it.

When a task seems to require moving information outside the approved route, pause and check the process. For
example, if you need to send a document to a colleague, use the approved sharing function and verify the
recipient before sending. If you need access while away from the workplace, follow your organisation’s remote-
access instructions rather than making your own workaround.

Make the approved route the easy route

Install work apps only from the source and through the process your employer specifies.

Use your organisation’s account and authentication method; do not share credentials.

Keep work data within approved apps and locations, including when downloading or sharing files.

Check the recipient and destination before sending, especially when using a share menu.

Report a suspected disclosure, lost device or security concern through your organisation’s incident process.

A common easy mistake is tapping the wrong item in a share menu—for example, selecting a personal messaging
app instead of an approved work destination. A work folder will not prevent that. Before confirming a share, read
the destination and recipient, then stop if either is not what you intended.



Separate entertainment from clinical work on the device
Keeping work and entertainment apps visually apart can be useful for concentration and reducing accidental taps.
You might put approved work apps on one screen and games or social apps on another, or use a folder to group
icons. Treat this as a habit aid, not a security boundary.

Where your employer provides a managed work profile or dedicated work device, use that arrangement as
instructed. It can offer clearer separation than a home-screen folder, but do not assume it blocks every possible
interaction. For example, the device may still display notifications, use shared system features, or allow certain
actions depending on its configuration.

Think about the practical moments when personal and clinical use can collide: answering a personal notification
while viewing a work screen, selecting the wrong app when sharing a file, or leaving a clinical app open when
handing your phone to someone. A simple routine can help:

1. Open clinical systems only when you need them for an authorised task.

2. Finish the task, save or send information through the approved route, and sign out or lock the app if required.

3. Return to the home screen before switching to personal apps.

4. Do not let another person use an unlocked device that has access to work systems.

Use the phone’s app permissions and privacy controls as additional safeguards, following your employer’s
instructions. Review which apps can show notifications, access location or use other sensitive features. Do not
change a permission needed for clinical work without checking whether it will disrupt an approved workflow.

Check lock-screen previews and notification privacy
Notifications can reveal information even when the phone is locked. A message preview might show a name,
appointment detail, clinical content or the sender’s identity. A folder does not hide those previews. Nor does a
screen lock necessarily prevent a passer-by from reading text displayed on the screen.

Review the settings on your actual phone—not just a help page or a colleague’s device. Menu names differ across
phone models and operating-system versions. Change the setting, lock the phone, and trigger a test notification



from a non-sensitive source. Then check what someone nearby can see. If your organisation has a required
configuration, follow that instead of choosing a setting that conflicts with it.

A practical lock-screen check

1. Open the phone’s notification or lock-screen settings.

2. Look for controls such as “show previews,” “sensitive content” or “hide content when locked.”

3. Choose the option that meets your employer’s policy and reduces unnecessary disclosure.

4. Lock the screen and trigger a test notification.

5. View the phone from arm’s length. Confirm whether the sender, message text or other details are visible.

6. Repeat the check after a major operating-system update or if you change notification settings.

Depending on your device, you may be able to hide message content while still showing that an app has a
notification. You may also be able to control previews app by app. Select the least revealing option that still lets
you work safely and reliably. If a work app’s notification settings are managed by your employer, ask IT before
changing them.

Also consider where notifications appear: on a paired watch, car display, tablet or shared screen. A private phone
setting may not automatically change previews on other connected devices. Check those screens too, especially if
they are visible to family, colleagues or members of the public.

What a safer setup looks like
There is no single arrangement that is right for every clinician or organisation. A sensible setup starts with the
employer’s policy, uses only approved systems for work information, and applies the device controls required by
that policy. A folder can sit on top of that setup as a simple organisational aid.

Use a screen lock and authentication method required by your employer.

Keep the operating system and approved apps updated in line with local instructions.

Use a managed work profile or work device if your organisation requires one.

Limit lock-screen information and test what is visible on your own device.

Keep personal and work activity distinct, without treating separate home-screen pages as separate security
zones.

Know how to report a lost device or suspected information incident.

The ICO’s working securely guidance and working from home securely guidance are useful reference points for
organisations and staff. They do not replace your employer’s specific device policy, local information governance
advice or clinical procedures. If the guidance you find online appears to differ from your current local instructions,
ask the appropriate team to clarify the approved approach.

The bottom line
Putting work apps in a folder can improve device organisation and may make it easier to keep work and
personal apps visually separate. It does not protect the data inside those apps. Folders not security is a useful rule
to remember: a folder is not encryption, access control, a managed work profile or permission to use a system for
patient information.



Start with your employer’s BYOD policy. Use approved systems only for patient and organisational data. Keep
entertainment and clinical work distinct as a practical habit. Then check lock-screen previews on your own phone,
with a real test notification, so you know what is visible when the device is locked. Those steps are more
meaningful than relying on a tidy row of icons.


