Employees at a money service business (MSB) bsa whistleblower may be the first to notice that transactions are
not being monitored properly, customer due diligence is being skipped, or suspicious activity reports (SARs) are
not being considered. The practical question is not simply whether something went wrong. It is whether the facts

point to a possible Bank Secrecy Act (BSA) violation, what evidence can properly be preserved, and which reporting

route offers protection.

In general, the BSA applies to MSBs, including businesses such as money transmitters, currency exchangers and
certain providers of prepaid access. Employees can report suspected violations, but an internal complaint, a
regulator tip and a protected whistleblower claim are not necessarily the same thing. The route, timing and way

the information is documented can matter—particularly if the employee fears retaliation.

This article provides general information about US law, not legal advice. The rules can depend on the
employee’s role, the business's status, the conduct and the date of any retaliation. Consider speaking with a

qualified US attorney before sharing confidential records or pursuing a claim.

What BSA coverage means for an MSB

The BSA is a US anti-money laundering framework. It imposes record-keeping and reporting obligations on
covered financial institutions, including many MSBs. Depending on the business and its services, obligations may
include registering with the Financial Crimes Enforcement Network (FInCEN), maintaining an effective anti-money
laundering (AML) programme, keeping required records and filing reports such as SARs or currency transaction

reports (CTRs) when applicable.

Being covered does not mean every operational problem is automatically a BSA violation. The details matter: which
legal obligation applied, who was responsible, what happened, when it happened and whether the business’s
response was reasonable. A frontline employee may identify an issue, but an investigation will usually need to

examine the relevant transactions, policies, systems and decision-making.

The FFIEC website is a useful starting point for understanding supervisory expectations. Its BSA/AML materials and

examination resources can help readers locate guidance relevant to financial institutions and AML controls. They


https://www.lawyer-monthly.com/2026/10/top-10-bsa-whistleblower-tips-for-2027/

are guidance, not a substitute for checking the statute, regulations and requirements applicable to a particular
MSB.

Violation or mistake? Look at the facts and response

A missed alert or incomplete file may result from human error: a new employee misunderstood a procedure, a
system generated a false positive, or a one-off processing failure was promptly corrected. That is different from

evidence of deliberate concealment or a repeated failure that management knew about and chose not to address.

The distinction is important, but intent is not the only issue. A business may have regulatory exposure because its
controls were inadequate even if no individual set out to break the law. Conversely, a troubling-looking
transaction does not, by itself, prove that an employee or company violated the BSA. Avoid labels such as “fraud”

or "cover-up” unless the evidence supports them.

Facts that may warrant closer review

® Required reports appear to be consistently delayed, omitted or handled contrary to written procedures.

® Repeated alerts involving a customer, agent or corridor are closed without a recorded explanation or

appropriate escalation.
® Transaction records that should be retained are missing, altered or inaccessible, and the reason is unclear.

e Staff raise a specific control concern, but management directs them to ignore it or to change records without a

sound basis.

¢ Training, staffing or system limitations leave a known gap in a core AML control, and the business does not

take reasonable steps to manage it.

These are indicators to examine, not conclusions. For example, an alert closed after a documented review is
different from alerts repeatedly closed with no analysis after a manager has been told that the monitoring rule is
not functioning. The dates, transactions and decision trail help distinguish a remediable mistake from possible

willful misconduct or systemic non-compliance.

Can employees report suspected BSA violations?

Yes. An employee can raise a concern internally and may also be able to provide information to government
authorities. The BSA includes whistleblower provisions addressing certain disclosures and retaliation. The
protections and possible awards have specific legal requirements; not every AML complaint automatically qualifies.

A concern about a workplace dispute, for example, is not necessarily a report of a BSA violation.

Internal reporting may be useful where the issue can be investigated and corrected. Employees should use the
MSB's established compliance or ethics channels where appropriate, while keeping a dated record of what they
raised and to whom. If the concern involves the compliance function, senior management or the people who

control the internal channel, an employee may need independent advice about other options.

Employees may also consider reporting information to the relevant US authorities. The correct route depends on
the issue and the whistleblower provision being relied upon. The FInCEN whistleblower programme provides
information about submissions concerning specified violations and potential awards. A protected submission is not

the same as simply sending an email to a regulator: eligibility, confidentiality and procedural requirements matter.

The National Law Review has published material discussing AML/BSA whistleblower lawsuits and the process for

pursuing a claim. Treat such commentary as an overview, not a determination that a particular employee has a



case. The legal deadlines and available remedies should be checked against current law and the employee’s own
facts.

Evidence and documentation that hold up

Good documentation is specific, contemporaneous and restrained. A reviewer should be able to understand what
happened without relying on conclusions such as “they always ignore AML". Record the transaction or control

issue, the date, the people involved by role where possible, and the steps taken to raise or investigate the concern.

Do not remove customer data, download restricted files to a personal device, alter records or access systems
beyond your authorised role. Confidentiality, privacy and information-security rules still apply. If you believe
relevant records may be destroyed, speak with an attorney about lawful preservation steps rather than taking

documents yourself.

What to write down: quick checklist

* Date and time: When did you observe the issue, and when did you report it?

* Transaction identifiers: Record reference numbers, dates, amounts, channel, branch or agent and relevant

system alert IDs, where you are authorised to do so.

* What you observed: Describe the specific action or omission. Separate what you personally saw from what

someone told you.

* Applicable process: Identify the policy, procedure, training or control that appears relevant. Note its version

or date if known.
* Who was informed: Note the recipient’s role, reporting channel and any response or follow-up.

* Supporting records: |dentify where records are held, such as a SAR log, case-management entry, alert
history, training record or dated meeting note. Do not make unauthorised copies.

* Corrections and context: Record facts that may explain the issue, including a system outage, later

remediation or a reasonable difference in judgement.

A dated note might say: “On 12 March, | reviewed alert 84721 concerning three transfers on 10-11 March. The

case was closed without a narrative in the system. | raised this with the AML manager on 13 March; the manager



said the team would review the closure.” That is more useful and fairer than “management is hiding suspicious

transfers.”

Anonymous versus identified submissions

Anonymous reporting can reduce immediate exposure, but it may make follow-up harder. Investigators may need
to clarify how the employee obtained information, identify relevant records or test whether the account is based
on direct knowledge. An anonymous tip may also be difficult to connect to statutory whistleblower protections or

an award claim.

Some whistleblower processes may permit a submission through an attorney while the whistleblower’s identity is
withheld initially, subject to programme rules and later verification requirements. That is different from assuming
that every agency accepts an anonymous submission or that anonymity guarantees protection. Check the current

instructions for the specific programme before submitting.

An identified report can make it easier to ask questions and establish a record of protected activity, but it may
increase the employee’s concern about retaliation. A person weighing the options should consider what identifying
information appears in the submission, who may receive it, what confidentiality rules apply and whether counsel

can submit on their behalf.

Approach Potential benefit Potential limitation Internal report May prompt a prompt investigation and corrective
action; creates a record that the concern was raised. The channel may not be independent if the concern involves
its managers; internal reporting alone may not satisfy an external programme’s requirements. Anonymous external
tip May reduce initial identification risk. Follow-up, verification and any claim to statutory protections or an award
may be more difficult. Identified or attorney-submitted report Can support clarification and a clearer record of the
submission. Identity and confidentiality are governed by the relevant process; legal advice may be important

before filing.

Retaliation risk and timing pressure

Retaliation concerns are practical, not theoretical. After raising an AML issue, an employee may notice changes to
duties, schedule, access, performance reviews or employment status. Not every adverse decision is unlawful
retaliation; employers may have legitimate reasons for workplace decisions. The timing, decision-makers’

knowledge and consistency of the employer’s explanation can all matter.

Keep a separate, factual timeline of relevant events. Note the date of the report, who knew about it, any later
change in treatment and the stated reason. Preserve ordinary employment records you are entitled to keep, but
do not copy confidential customer or business information unlawfully. If you experience a threatened or actual

adverse action, get legal advice promptly.

Deadlines can be short. The BSA's whistleblower provisions include specific procedures and time limits for
retaliation complaints. The applicable deadline may depend on the type of complaint and the event that starts the
clock; do not assume that an internal investigation, HR process or continuing discussions pause it. The National
Law Review's discussion of filing an AML/BSA whistleblower lawsuit is a useful prompt to investigate timing, but a

lawyer should confirm the current deadline and the correct filing route for the particular claim.

Where an employee is considering a report, a sensible sequence is to document the facts, check the applicable
agency's current submission instructions and speak with counsel early—especially before signing a release,
resigning, making a public disclosure or responding to a disciplinary action. Waiting for a perfect file can also be

risky if a statutory deadline is approaching.



Practical next steps for MSB employees

1. Write a dated, neutral account of the specific issue and identify relevant transaction or case references.

2. Review the MSB's reporting procedure and the applicable FFIEC or FInCEN materials, while remembering that
guidance is not a legal ruling on your facts.

3. Use an internal channel if appropriate, and record when, how and to whom the concern was raised.

4. Do not access, remove or disclose records outside your authority. Ask a lawyer about lawful preservation and
confidentiality.

5. Assess whether an external report or whistleblower process may apply. Check the programme’s current rules
on identity, counsel, confidentiality and eligibility.

6. Track any workplace changes and get advice quickly if you fear retaliation or believe a deadline may be

running.

Bottom line

Employees of covered MSBs can report suspected BSA issues, but a report is strongest when it identifies specific
events rather than relying on broad allegations. A one-off human error that is documented and corrected is not
the same as repeated, knowing disregard of AML controls. The employee’s role is to preserve an accurate account
—not to decide guilt.

For practical reference, visit the FFIEC website for BSA/AML examination materials, and consult the National Law
Review's search results on AML/BSA whistleblower lawsuits for legal commentary. Confirm current reporting

procedures and limitation periods with a qualified US attorney before relying on them.



